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Introduction

The Church is required to collect information about the people with whom we work in order to operate
efficiently. This may include members of the public, current, past and prospective employees and
volunteers, funded bodies and suppliers. In addition, we may be required by law to collect and use
information in order to comply with the requirements of central government.

This information must be handled properly under the Data Protection Act 2018. The Data Protection Act
2018 regulates the processing of information relating to individuals. This includes obtaining, holding,
using or disclosing of such information and covers computerized records as well as manual filing
systems and card indexes.

The Data Protection Act 2018 aims to:
● Facilitate the secure transfer of information within the European Union.
● Prevent people or organisations from holding and using inaccurate information on individuals.

This applies to information regarding both private lives or business.
● Give the public confidence about how businesses can use their personal information.
● Provide data subjects with the legal right to check the information businesses hold about them.

They can also request for the data controller to destroy it.
● Give data subjects greater control over how data controllers handle their data.
● Place emphasis on accountability. This requires businesses to have processes in place that

demonstrate how they’re securely handling data.
● Require firms to keep people’s personal data safe and secure. Data controllers must ensure that

it is not misused.
● Require the data user or holder to register with the Information Commissioner.

The Data Protection Act applies to any business or person who uses or holds personal data on
individuals within the EU and United Kingdom. Breaches of the legislation are criminal offences and can
result in severe penalties.

The Church will hold the minimum personal information necessary to enable it to perform its functions.
All such information is confidential and needs to be treated with care in order to comply with the law.
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Summary of Principles and UK GDPR (General Data Protection Regulations.)

Data users must comply with the Data Protection principles of good practice which underpin the Act.
These state that personal data shall:

• Be processed fairly and lawfully.

• Be obtained only for specified and lawful purposes.

• Be adequate, relevant and not excessive.

• Be accurate and, where necessary, kept up to date.

• Not be kept for longer than necessary.

• Be accessible to data subjects.

• Be subject to appropriate security measures.

• Not be transferred to a country or territory outside the UK unless that country or territory
ensures an adequate level of protection for the rights and freedoms of data subjects in
relation to the processing of personal data.

All data subjects have the right to:

● Receive clear information about what you will use their data for.
● Access their own personal information.
● Request for their data to be revised if out of date or erased. These are known as the right to

rectification and the right to erasure
● Request information about the reasoning behind any automated decisions, such as if computer

software denies them access to a loan.
● Prevent or query about the automated processing of their personal data.

The CLT, staff and volunteers who process or use personal data must ensure that they abide by these
principles at all times. This policy has been developed to ensure this happens.

What is sensitive personal information?

Under the Act, there is a set of additional conditions which must be met for ‘sensitive personal data’.
This includes information about:

• Racial or ethnic origin
• Political opinions
• Religious or other beliefs
• Disability including (physical and mental health)
• Age
• Marriage or civil partnership
• Gender reassignment
• Gender
• Sexual orientation
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• Any alleged or actual offences committed
• Court proceedings in which the person is involved
• Membership of trade union.

The CLT will ensure that one of the following additional conditions is met before sensitive data is
processed:

1) The individual has explicitly consented to the processing. There are new regulations for gaining
consent to collect personal data. Both consent and explicit consent now require clear affirmative
action. (They must agree to each type of information being used)

1a)     The age barrier for collecting data is 13. Anyone younger than 13 needs parental consent.
2) That we are required by law to process the information for employment purposes.
3) That we need to process the information in order to protect the vital interests of the individual or

another person.
4) That the processing is necessary to deal with the administration of justice of legal proceedings.

Requirements of the Act (Notification & Registration)

The CLT, staff and volunteers must notify the Co-Ordinator, of any filing system or computer database
that contains (or will contain) personal data (eg name and address) and complete the relevant
notification forms to register the system. This notification will then be added to the Church registration
held by the Trustees.

Personal information will be kept as long as the person is either employed or in voluntary service for the
Church and for six years afterwards. Completed application forms are also retained for 6 years then
shredded.

Responsibilities of staff

It is the responsibility of the Co-Ordinator to:

• Assess the obligations of The Church under the Data Protection Act.
• Be aware of the current compliance status.
• Identify and monitor problem areas and risks and recommend solutions.
• Promote clear and effective procedures and offer guidance to staff and volunteers on data

protection issues.

It is NOT the responsibility of the Co-ordinator to apply the provisions of the Data Protection Act. This is
the responsibility of the individual collectors, keepers and users of personal data. Therefore, staff and
volunteers are required to be aware of the provisions of the Data Protection Act 2018, such as keeping
records up to date and accurate, and its impact on the work they undertake on behalf of The Church.

Any breach of the Data Protection Policy (i.e. passing on personal information to third parties / leaking
confidential information via email, internet, verbal discussion and letter, leaving documents with
personal information on open display), whether deliberate, or through negligence may lead to
disciplinary action being taken.

Data Security

All staff and volunteers are responsible for ensuring that:
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• Any personal data they hold, whether in electronic or paper format, is kept securely.

• Personal information is not disclosed deliberately or accidentally either orally or in writing to any
unauthorized third party.

• Personal data is kept securely in a lockable, non-portable, filing cabinet with access strictly
controlled and limited to specified staff members.

• Personal data is only used for the specific purpose for which it was requested and for which the
applicant’s full consent has been given.

• Once the retention period has elapsed, The Church will ensure that any Personal data is
destroyed by shredding.

• Passwords are not written down, keyboards are shielded when inputting passwords

• Any member of staff or volunteer wishing to remove personal data from The Church offices,
other than for the purpose of undertaking a collection of donated items or to complete a referral,
should request permission from the Co-Ordinator. No items should be removed either in
electronic or paper format until written permission has been given.

Subject Access Requests

If you receive an access or erasure request from a data subject, you must respond within a month. It’s
your responsibility to ensure you can securely access, amend, and destroy this data where necessary

Legal Requirements

In the event that The Church is required to disclose data by a court order or to comply with other legal
requirements, we will use all reasonable endeavours to notify the person concerned before we do so,
unless we are legally restricted from doing so.

The UK GDPR introduces a new concept of accountability
A detailed record will be kept to demonstrate how we are processing and complying with UK GDPR.

Appointing a Data Protection Officer
Due to the criteria, it has been decided not to appoint a Data Protection Officer, this policy being
sufficient to cover legal requirements.

Should off-site internet access to The Church systems and data become available,
an immediate review will need to be taken of the existing Data Protection policy and appropriate
updates to it will be made. We have 72 hours to notify data breaches to regulators, unless the breach
is unlikely to result in a risk to data subjects. There is a single national office for complaints.
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